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Abstract 
Let A be a k-dimensional matrix of size d I x x dk. By a contiguous submatrix B of A we 
understandthematrixB={a,,.,,},il...i~EIl x”.xIk,whereI, isaninterval,I,c{I.....d,}, 
s = 1,. , k. For a contiguous submatrix B we denote by SUM(B) the sum of all elements of 5. 
The following question has been raised in connection with the security of statistical databases. 
What is the largest family B of contiguous submatrices of A so that knowing the value of 
SUM(B) for all B in B does not enable one to calculate any of the elements of A’? In this 
paper we show that, for all k, the largest set B is uniquely determined and equals the set of all 
contiguous submatrices with an even number of elements of A. 0 1999 Elsevier Science B.V. 
All rights reserved. 
1. Introduction 
This paper is devoted to a combinatorial problem closely related to security of sta- 
tistical databases. This is the reason why some terminology in the paper comes from 
the area. 
Let D be a k-dimensional matrix (database) of size dl x x dk. By a range query 
we understand a contiguous submatrix of D (we recall that submatrix B of D is called 
contiguous if B = { ai, ,,,ik }, il...ik~ll x~~~xZ~,whereI,isaninterval,I,,~{l,..., d,}, 
s = 1,. , k ). For a range query B we denote by SUM(B) the sum of all elements of B. 
In addition, a range query B of D is even (odd) if B comprises an even (odd) number 
of elements of D. 
To give an example from the area of statistical databases, consider a person who 
would like to find out how salaries in a company X relate to an employee’s sex, age and 
the length of his/her employment with X. For this purpose it is convenient to store 
the relevant information in a 3-dimensional database D = {a,,i2i,}. The value of the 
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element Ui,i2ii is the salary of an employee, where the indices il,i2, and i3 indicate 
his/her sex, age, and the length of employment, respectively. As the information on 
the salaries of the individual employees is confidential only statistical type of questions 
are allowed, e.g. what is SUM(B) for a submatrix B. The information on employees 
of X is stored in D so that the expected queries of the form: “What is the sum of 
salaries (average salary) for males and/or females of age in the range [a,b] working 
with X for t E [c,d] years?” are range queries. 
Let B be a family of range queries of D. It is not difficult to see that sometimes 
knowing the value SUM(B) for all BE B makes it possible to calculate one of the 
elements of D. For example, let D = {ai,;?} be a database of size m x n. Then the 
element ai, can be deduced from SUM(B) and SUM(B’), where B is the first row of 
D and B’ comprises the elements of the first row except of ai,. A less trivial example 
is given by B= {D,A,A’,A”}, where A,A’, and A” are submatrices of D obtained 
from D by removing the first row, the first column, and the first row and column, 
respectively. Also in this case knowing the value SUM(B) for all elements of B allows 
one to calculate the value of ai 1. Note, that the submatrices B, B’,A, A’, A” are range 
queries. 
In the case when knowing the values of SUM(B) for all BE B makes it possible to 
deduce one of the elements of D we will say that the family B leads to a compromise. 
Otherwise, B will be referred to as a family of answerable queries. 
The aim of the owner of a statistical database is to answer (i.e. to provide 
SUM(B)) as many range queries of a user as possible without allowing the 
user to learn any individual element of D. Thus the question is: What is the 
largest set of range queries which do not lead to a compromise? The following 
theorem, which is the main result of the paper, provides a complete answer to the 
question. 
Theorem 1. Let D be a k-dimensional dutabase. Then the muximum number A4 of 
runye queries that do not lead to u compromise equals the total number of even range 
queries. Moreover, the set of even range queries is the only set of uns\veruble range 
queries of curdinulity M. 
The above stated problem concerns databases for which it is convenient to view 
their records to be stored in a k-dimensional matrix. This is the case if each record has 
k-attribute values. The case when a database D contains n (unordered) records al,. . . , a, 
has been studied in [5]. Let now a query B be an arb.&ary subset of {al,. . . , a,}, 
and the notions SUM(B), answerable family of queries, have the same meaning as 
before. In this case it has been proved in [5] that the largest number of answer- 
able queries equals nLn/2J. The case in which some particular queries are requested 
to be among the answerable queries has also been dealt with [l]. For more de- 
tailed explanation of statistical database aspects of the problem we refer the reader 
to [3, 41. The importance of range queries for the area is explained for example 
in [2]. 
2. Proof of Theorem 1 
We show that: 
For this part of the proof we consider the elements l/,, __,,, of D to be independent 
vectors of a vector space over the field of real numbers. 
To each range query we assign a vector C iL ,,,, II u ,,,,,, i where 1, ,,,,, ii= 1 if’ [I,,. _,I be- 
longs to the query, otherwise I>,,,..,, = 0. If Q is a range query (a set of range queries) 
then by Y(Q) we will denote the corresponding vector (the set of corresponding vec- 
tors), and L(Q) will stand for the linear hull of V(Q). Often we will abuse language 
slightly and speak about a query from L(Q) meaning a vector corresponding to the 
query. It is not difficult to see that: 
Claim 2. If’ Q is LI set of ranye queries then Q lcwds to LI cotywomise iff l.(Q) 
contuins one Of’ the vectors Ui,,,,,l. 
Proof. The sufficiency of the condition is obvious. To show the necessity suppose 
that Q leads to a compromise. Consider a system of linear equations so that to each 
query B from Q we assign an equation C ii ,,.., ia ,,,,,, i.= SUM(B), where I _,,_ ,,, = 1 if 
LI ,,.,. ii t B, otherwise i .,,.., li = 0. Just for this moment we view a,, _,I, as unknowns of the 
system. As Q leads to a compromise it has to be possible to infer from SUM(B), B t Q, 
one of the values a,, ,, Ii. This means that, in the solution of the system of linear equa- 
tions, the corresponding unknown is uniquely determined although the system can have 
infinitely many solutions. This in turn implies that the vector a,,,,,,, can be expressed 
as a linear combination of SUM(B). B t Q, that is. II ,,,,,,, belongs to the L(Q). The 
proof of Claim 2 is complete. 0 
So, to prove Claim 1 it suffices to show: 
Claim 3. L(E) does not wntuin my of’ II,, ,,,,I 
Proof. Set II = d, x . . x dk. We define, by induction, a set Wk of queries of size 2. 
1 Wk /= n - 1. It will be shown that 
(i) L( Wk) contains all range queries of size 2. 
(ii) L( Wh) = L(E). 
(iii) L( W, ) does not contain any a;,, ,,i. 
Clearly, (ii) and (iii) immediately imply Claim 3. 
We note that {ai ,,,, ii ,aj ,.,., il} ED forms a range query of size two if ai ,..,,,, ,Uj, _,,, dither 
in exactly one index and the difference in that index is 1. More formally, there is an 
.s~{i ,.... k} sothat li,s-j,l=l,andi,=,i,fort#s, tr{l...., k}. 
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To describe W, we define a linear ordering R of the elements of D. 
For k = 1, we order the elements of D in their natural order at,. . . , a,. 
Let k > 1. First, we note that all the elements of D with the same first index comprise 
a (k - 1)-dimensional matrix. In the linear ordering R of elements of D we first place 
the elements having the first index equal to 1, then elements with the first index equal 
to 2, etc. At the very end of the linear ordering R we place the elements with the 
first index equal to A 1. For j odd, the elements having the first index equal to j are 
ordered according to the linear ordering R given by the induction hypothesis; for j 
even, they are ordered in the reversed order with respect to the linear ordering given 
by the induction, i.e., the largest element comes first. It is a matter of routine to check 
that if two elements of D are consecutive in R then they differ in exactly one index, 
and the difference is 1. Thus, any two consecutive elements of R form a range query 
of D of size 2. Now we define the set wk of range queries of size 2 to consist of 
exactly those range queries of size 2 whose two elements are consecutive elements 
in R. 
Clearly, lWkl=n- 1. 
Proof of (i). We proceed by induction on k. For k = I there is nothing to 
prove as fl contains all range queries of size 2 so also L( W,) has the property. 
For k > 1, according to the induction hypothesis, we need only to show that 
L(Wk) contains range queries of size 2 where the two elements of the query differ 
in the first coordinate. We have to prove that for all it . . . ik the vector ai,i2.,,ik +a;, +~,~~,,.i~ 
is in L( wj). In the case of it being even we have aj,t...t + Ui,+t,t.,.t E v(wk). 
The other case can be treated analogously. Let bt,. . . , b,,cl,. . . ,c, be consecutive 
(in R) elements of submatrices with the first index equal to il, il + 1, respect- 
ively. The linear orderings are “parallel”, in the sense that ai,jz,..jk = br,ai,+I,i,,,..,i, = c, 
iff t=r. Thus, from {b~,c~},{b,_~,b,},{c,_~,c,}~W~ and by repeatedly using the 
identity 
bt+c,=(b,+b,-,)+(c,+c,-,)-(b,_, +c,_,), 
we get b, + ct E L( Wk) for all t = 1,. . ,s, and (i) follows. 
Proof of (ii). If Q = {aI,i2...ik},it . . . ik EII x . x Ik, is an even range query 
then for at least one s, 1 ds d k, IIs1 is even. Therefore, the vector V(Q) can 
be obtained as a sum of vectors corresponding to suitable range queries of 
size 2 which differ in the sth coordinate. Thus V(E) c L(Wk), and conse- 
quently L(E) C L( W,). Since trivially, L(E) >L( wk), we get L(E) =L( wk), and (ii) 
follows. 
Proof of (iii). The linear ordering R of elements of D guarantees that the matrix whose 
rows are vectors of v( wk ) (expressed as a linear combination of vectors ai,...ik ) equals, 
after a suitable permutation of its columns, to the matrix A. A routine calculation yields 
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that A is equivalent to B. 
A== 
I I 0 0 0 
0 I I . . . 0 0 
0 0 0 . . . 1 0 
0 0 0 . 1 1 
0 0 0 . . . 0 -1 
0 0 0 . . . 1 1  = B. 
However, it is easy to see that none of the vectors a,, ,,ir is a linear combination of 
vectors forming the rows of B. Hence, none of the vectors ai, _,,i is in L( WA ) and (iii) 
follows. 
The proof of Claim 3 is complete. F7 
2.2. The upper hound on M 
In this part of the proof we will make use of some techniques from graph 
theory. 
Consider a hypergraph G, where the vertex set is the set of all range queries of size 
at least 2 and a subset h of vertices is a hyperedge in G iff the queries from h do 
lead to a compromise. Clearly, any independent set of vertices of G represents a set 
of range queries which does not lead to a compromise. Thus, 
Claim 4. The maximum number oJ’ queries which do not led to compromise equ~1.s 
x(G), the independence number of G. 
With this in hand the result of the first part of the proof translates to 
where E is the set of all even range queries. We need to show 
Claim 5. lE( 3 x(G). 
We start with some auxiliary statements. 
Let Q={41...ii>~ il . ik t II x . . x Ik be an odd range query, and let m, be the 
smallest element of the interval li, j = 1.. , k. As the size of Q is odd all 11, / are odd 
numbers. 
Let r, IT(=t be a subset of {l,...,k} so that stT iff lI,/>l. We assume, with- 
out loss of generality, that I!,\ > 1 for ,j = 1,. ,t. Consider a set A c T. By Qll we 
denote the range query, a subquery of Q, Q.4 = {u ,,.__, i }, ,jl .,j~ E JI x . x J!, , where 
J, =!, -m, for j E A, otherwise Ji = Ij. Thus, if .4 is the empty set, then Ql = Q. 
Clearly, if A # 0, QA is of even size. 
Claim 6. The set qf’ queries HQ = {QA, A c T} is II hyperedqe qf’ G. 
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Proof. Consider the following generalization of the principle of inclusion and exclu- 
sion. Let B = {hi,. . . , b,} be a set of elements, w, be the weight of the element bi. Let 
pt,. . . , pt be properties of elements in B. Then 
cv(Pi...P:)=w-~~(Pi)+~w(P,r,)+ ‘.’ +(-l)‘w(Pl...P,), 
i ICI 
where W(p{ . . . pi) is the sum of weights of all elements of B which do not have any of 
the properties ~1,. , p,, W is the sum of weights of all elements of B, W( pi, . . pi,) 
is the sum of weights of all the elements of B having properties p,, . . p,,. 
Now let B be made up of elements of Q, the weight of an element being its value, 
i.e. aj ,.__ il. An element of B will have the property P,~, j = 1,. . . , t if its jth coordinate 
differs from nrj. Then W(p’, . . pi) = a,, ..mr, and 
a M, nri =SUM(Q) - c SUM(Q;l) + c SUM(QA) + ... + (-l)‘SUM(Qr). 
IA\=1 IA\=2 
Thus, the element a,,...,, of D can be calculated from the values of SUM( QA ), A c T, 
which in turn implies that range queries from HQ give a compromise. The proof of 
Claim 5 is complete. 0 
We note that Q is the only query in HQ which is of odd size. 
Claim 7. If’ Q, Q’ ure odd ranyr queries, Q# Q’, then the sets HQ and HQ’ are 
disjoint. 
Proof. Suppose R = {aj ,,,,, 1}, ,jl . . jk EJ/I x . . x Jk is an even range query so that if 
/J,/ is even then 1 $ J,. Then R belongs to the set HQ only for the range query 
Q={ai ,,,, ;,}, il...ikEIl X.'. x zk, where I., = J, if /Jc\ is odd, otherwise I, = J, U 
{m, - 1) (BZ,~ is the smallest number of Js). Hence, the Claim 6 is proved. 
We note that if there is an s, 1 <s 6 k, with IJ,I even and 1 E JF, then the range 
query R does not belong to any set HQ. 
Proof of Claim 5. Consider a subgraph L of G formed by all edges HQ, Q an odd 
range query. Then each vertex representing an odd range query is of degree 1. The 
vertices corresponding to even range queries are of degree 0 or 1. From the first 
part of the proof we know that the set of all even range queries does not lead to a 
compromise, i.e., the vertices representing even range queries form an independent set 
in L. We show that they form a largest independent set as well. 
Denote by E and 0 the set of all vertices corresponding to even and odd range 
queries, respectively. Suppose T is a largest independent set of L having bigger cardi- 
nality than E, i.e. ITI > /El. Set El = T n E, 01 = T n 0, and subsequently E2 = E - El, 
02 = 0 - 01. As T is an independent set of vertices, there is no edge in T which 
implies that for each odd range query Q of 01 there is in EZ at least one vertex 
(range query) from HQ (we recall that no two vertices of 0 belong to the same edge 
of I,). As any two edges of L are disjoint, the set E2 is at least as big as Or. Thus 
ITI> IEI = PI I + la 3 IEI / + 10, I = ITI, a contradiction. So, x(L)= lEl. As ,!, is a 
subgraph of G, we get r(G)<IEI, which finishes the proof of Claim 5. n 
2.3. liniquenrss of’ E 
At the end we show that all the other independent sets of G have cardinality strictly 
smaller than IEl. 
Let Q = {aI, ..,,>, il . ix e I, x ‘. x II, be an odd range query, where M, is the 
largest element of the interval I,, ,j = 1,. . ,k. 
Let r, ITI =t be a subset of (1,. ..,I?} sothatstTiff II.J>l.ConsiderasetACT. 
By Q’, we denote the even range query, a subquery of Q, Q!, = {a ,,.,, I }. ,j, .,ji c./, 
x...xJk, where J,=Ii-M, forjEA. otherwise J,=I,. 
By the same arguments as for the set HQ it can be shown that the set of queries 
MQ = {Q,!,, A c T} is an hyperedge of G, the only query of A4Q of odd size is Q, and 
for QI # QI the sets MQt and MQ2 are disjoint. Moreover, it is easy to see that for 
any odd range query Q, HQ n MQ = Q. 
Consider a subgraph L’ of G comprising all edges HQ, MQ, Q is an odd range 
query of G. Suppose T is a largest independent set of L’ different from E and the sets 
El, Ez,OI,OI are defined the same way as in L. We show that IO,/ < lEz1 which will 
finish the proof. Clearly, each vertex of 0 is in L’ of degree 2, vertices of E are in L’ 
of degree either 2 or 1 or 0. As there is no edge in T, for any odd range query Q from 
01 there is in El an even range query from HQ and an even range query from A4Q. To 
show that IO,/ < lE21 it suffices to find a vertex in El which is adjacent (is in the same 
hyperedge) to only one vertex from 01. For a query Q = {a,, ,,, I }. i, . ik E 1, x x 1~ 
set s(Q)=I,,,,, HZ;. where m, is the smallest number of the interval I,. Suppose R 
is a query with the property S(R) = min S(Q), where the minimum is taken over all 
queries in 01. Denote by R’ an even range query from A4Q, R’ e E?. Then R’ does 
not belong to a set HQ’, Q’ E 0, because this would imply S(Q’) <S(R). Thus, R’ is 
adjacent with only one vertex of 01, and the proof follows. C 
3. Usability of databases 
In the theory of statistical databases the usability of a database is defined to be the 
ratio of the cardinality of the largest set of answerable queries to the number of all 
possible queries. In our case, possible queries are range queries. With the previous 
theorem in hand we easily obtain: 
Theorem 2. Let D hr LI k-rlirlzensiolzrtl dutuhuse of’ sire d, x x dk. Th th KY- 
rrhility of’ D ~MIIS 
1rhrr-c ,f’(_Y) = (x + 2)/(x + 1) ,f’ . 01 x rlxn. ,f(x) = (x + 1 )/X .fiw .Y odd. 
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Remark. Consequently, for large matrices the usability equals approximately (2k 
- 1)/2k. 
Proof. For a one-dimensional database of size d we have d range queries of size 1, 
d - 2 range queries of size 3, d - 4 range queries of size 5, etc. If d is odd then at 
the end of the sequence we have one range query of size d, otherwise we have two 
range queries of size d - 1. So in total, we have g(d) = (d + 2)d/4 odd range queries 
for d even and g(d) = ((d + 1)/2)’ odd range queries for d odd. Moreover, the total 
number of range queries equals d(d + 1)/2. Consider now a k-dimensional database D 
of size d, x . . x dk. If a range query Q = {~i~...~,}, il ik E 11 x . x Ik is of an odd 
size III x . . x IrkI then all ]I,1 are odd. Since we have g(d,y) ways of choosing Is, then 
there are in total n:=, g(di) odd range queries in D. The total number of all range 
queries of D equals fit, (df’ + d,)/2. To get the formula from the statement of the 
theorem, it is sufficient now to realize that the total number of even range queries 
equals the total number of all range queries minus the total number of all odd range 
queries and substitute the result into the definition of usability of a database. 0 
Remark. Let D = {al,. . . ,a,} be a database. The following generalization of the prob- 
lem considered in the paper is very important in security of statistical databases. Let 
Ic{l , . . . , a}. What is the cardinality of the largest set of queries so that by answering 
them it is impossible to calculate any value of a,, i E I but one can learn the value of ai 
for all i E { 1 , . . . ,n} - I? In [6] it is shown that if m = 111, then the maximum equals 
m Lm/2j 2”-m. In the case of k-dimensional databases where only the range queries are 
considered the analogous question is open even for the one-dimensional case. 
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